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Why is debugging hard?

® TIME TO FIX: o)
(UNPREDICTABLE AMOUNT OF TIME)

TRADITIONAL PROGRAM
DEBUGGING METHODS EXECUTION ‘ Ul LA R ‘

CAPTURE DIAGNOSTICS
AND TEST HYPOTHESES

BANGING YOUR HEAD EXTRA

AGAINST THE WALL INSTRUMENTATION

TIME TRAVEL PROGRAM
S S5 [ oo D v (/) mmowe g

C TIME TO FIX: L
(PREDICTABLE PROCESS)




undo




undo
Time-Travel Debugging for C/C++

e GDB — built-in reverse execution (slow, but it's there)
e rr— open-source record & replay for Linux
« WinDbg TTD — Microsoft's solution for Windows

« UDB/LiveRecorder — Undo's commercial offering for Linux
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What's saved in an Undo recording?

Initial conditions Non-deterministic stimulus
o Memory and register state \ r

SUEl Data from the file system or network
o Executable and libraries

System call results

Special CPU instructions
Signals

Thread switches

Shared memory

& Extra information

e Annotations
e System information

- J
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file

Debug information V




How Undo records
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How Undo replays
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Disclaimer: Undo bears no responsibility for
Skynet confusing humans for software bugs.
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AGENTIC DEBUGGING

o Give Al access to time travel debugging tools and let it

autonomously root cause issues for you

o Therecording provides:
o Means to explore the code in a directed way
o Rich information about dynamic behaviour

o A ground truth for both the Al and the developer



Closing the loop to enable reliable agentic root cause analysis

Agentic Time-Travel Debugging
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User Input

Provide issue description,
code, and context
(including a recording of
the issue)

T
Time-Travel Trusted Explanation
Recording
Report validated root cause
Interrogatable and supporting evidence
source of truth for
Agentic Debugger A
Yes
I 1 1
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Agentic Al Core Hypothesis Testing
Analyzes the code, > Generates targeted tests Hypothesis
recording, and issue and validate the validated?
description to generate hypothesis against the
root-cause hypothesis / K recording
A Closed-loop root cause analysis validated against recording No
g
Feedback Loop
Incorporate new information and
evidence to refine the hypothesis Autonomous
Agentic Debugger
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